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1
Decision/action requested

This contribution proposes a way forward of FS_5G_URLLC for discussion.
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3
Rationale

In order to finalize the 5G URLLC security TR 33.825 [1] in Rel16, the paper proposes a way forward for the study. We are already late since there are still 5 key issues are left without any solutions yet. In addition, most of the proposed solutions have not been evaluated. Moreover, for the SA3 #96 (August) meeting, we would have too little time to conclude this study. In SA2, the normative work for 5G URLLC was already started in Dec. 2018 and it has been studies for more than four months.
4
Detailed proposal
The situation on 5G URLLC in SA2 is that, the study item and work item are ongoing in parallel. In addition, the work item was already started in Dec.2018. In SA3, we are facing the same issue.
The following table demonstrates the status for each Key Issues based on what we already have now in the TR 33.825 [1].
	Key issue
	Solutions: # EN left
	Note
	Target in the May meeting

	#1
	Security for redundant transmission
	- solution #4:3
- solution #5:2
- solution #7:1

	All the three solutions: Solution #4, Solution #5 and Solution #7 are not evaluated yet.

	All the three solutions should be evaluated.
To make a conclusion.


	#2
	Support of security for high reliability by redundant data transmission in user plane 
	- solution #5:2
- solution #7:1

	
	To make a conclusion.

	#3
	UP security policy handling for multiple PDU sessions established for redundant data transmission
	- solution #1:0
- solution #3:2
- solution #8:2

	Solution #3 and Solution #8 are not evaluated.
Solution 1 proposed a specific user plane security policy for URLLC.
	Solution #3 and Solution #8 should be evaluated.
To make a conclusion.

	#4
	Security policy for URLLC service
	- solution #3:2
- solution #6:1

	Solution #6 is proposed in SA3 #94BIS meeting.
	Editor’s note of Solution #6 shall be clarified.
To make a conclusion.

	#5
	Security aspect of low latency handover procedure
	No solution is recommended yet.
	Dependencies on progresses of RAN and SA2 related WIs on handover optimization. 
	TBD

	#6
	Retaining AS security keys for redundant data transmission in user plane
	Solution #2: 0
	Solution #2 is evaluated and concluded in SA3 #94bis meeting.
No threats and no security requirement description in Key Issue clause.
	Concluded.

	#7
	QoS monitoring protection
	No solution is recommended yet.
	Dependencies on progresses of RAN and SA2 related WIs on handover optimization.
	TBD

	#8
	Acceleration of authentication and key agreement procedure for low latency
	No solution is recommended yet.
	
	TBD

	#9
	Security aspect of low latency Re-authentication procedure
	No solution is recommended yet.
	
	TBD

	#10
	UP security performance for low latency
	No solution is recommended yet.
	
	TBD


KI (#5, #7) request coordination with SA and RAN WGs. Considering related items in SA and RAN WGs are/will be started, it’s possible some of these KIs cannot be fully concluded and need to wait for further inputs from SA and RAN WGs. 

Proposal 1: Studies of the following KIs will be continued in parallel with WI work. Once the study for one KI was concluded, the corresponding normative work can be started under the WI.
Proposal 2: Any KI which cannot be concluded before/on the corresponding deadline shown in the following table will not be supported in Rel-16.
	Open KIs after SA3#95
	Deadline for concluding the KI
	Way forward

	Key Issue #5 Security aspect of low latency handover procedure
	June 2019

(SA3 #95bis meeting)
	· To decide whether the optimization to be finished in R16

· No new solution will be considered in SA2 and RAN3 for R16.

	KI#7 (QoS Monitoring Protection)
	June 2019

(SA3 #95bis meeting)
	· To confirm SA2 work plan on packet delay measurement.
· New solutions (i.e. CP based or time synchronization based) can be evaluated if they are included in the TR. before/on SA3# 95bis June meeting.

	KI#8 Acceleration of authentication and key agreement procedure for low latency
	June 2019

 (SA3 #95bis meeting)
	· New solutions can be considered if they are included in the TR before/on S SA3# 95bis June meeting.

	KI#9 Security aspect of low latency Re-authentication procedure
	June 2019

 (SA3 #95bis meeting)
	· New solutions can be considered if they are included in the TR before/on SA3# 95bis June meeting.

	KI #10 UP security performance for low latency
	June 2019

 (SA3 #95bis meeting)
	· New solutions can be considered if they are included in the TR before/on SA3# 95bis June meeting.
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